INSIDE THE CORE:

The Macintosh and Apple Device Forensics Podcast
Episode 4 Shownotes

Show Hosts:

Dave: Federal Law Enforcement Special Agent, Computer Forensics Instructor
(College/Private), 9 Years of Forensic experience

Ryan: State L.E. Investigator, Mac Forensics Instructor, Owner of macosxforensics.com,

co-author of Mac OS X, IPOD, and IPhone Forensic Analysis DVD Toolkit,
APPLE CERTIFIED TECHNICAL COORDINATOR (ACTC)

Chris: Municipal L.E. Forensic Specialist, Computer Forensics Instructor (College/
Private), 5 years of forensic experience

Reggie Chapman: LE State Police, Computer Forensics Instructor (in absentia)

Welcome News:

Apple Teaching: 4-5 Converts

Dr. Schatz : Write-up on Inside the Core and MacOSXForensics.com

Forensic 4Cast: Annual awards: Take a look and vote.

Home Folder:

-Most of the evidence is located in the User’s Home Folder

-Majority of the Preference PLists with user-specific settings are in User/Library/
Preferences

-Check for single or multiple users

-Leopard: Directory Services: Identifies Home Folder to corresponding User
-Tiger: Netinfo.db
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http://blog.schatzforensic.com.au/2009/06/macintosh-forensic-acquisition/
http://macosxforensics.com
http://macosxforensics.com
http://www.amazon.com/gp/product/1597492973?ie=UTF8&tag=maosxfo-20&linkCode=as2&camp=1789&creative=390957&creativeASIN=1597492973
http://www.amazon.com/gp/product/1597492973?ie=UTF8&tag=maosxfo-20&linkCode=as2&camp=1789&creative=390957&creativeASIN=1597492973
http://www.schatzforensic.com.au/
http://www.schatzforensic.com.au/
http://blog.schatzforensic.com.au/2009/06/macintosh-forensic-acquisition/
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Within User Home Folder:
-Nine “Default” OS created folders:

-Desktop
-Documents
-Downloads
-Library
-Movies
-Music
-Pictures
-Public
-Sites

Sample of User or Application created folder in the User Home Folders:
-Frostwire:
-Peer to Peer program
-Related to all the file sharing of that User
-Integral to the examination of a User
-"Incomplete”, “Saved”, and “Store Purchased” are the new folders with
application installation
-Limewire:
-Places Shared and Incomplete folder in the User Home Folder
-Shared in the USERS folder is the Shared folder for all Users
-If Shared folder within User Home Folder, that is specific to the User

User Home Folder --> Library Folder (3 sample sub-folders)

-Logs: ) ) o L_]Logs
-Indicative of the user’s activity ijm|] (o |[2-]
-Not system activity, but user specific logs : -

-Examples of User Logs: boxee.log
-AIM log:AOL Instant Messenger activity b°xee‘°'d-'f°9
-Crash Reporter:Indicates specific crashes | | - coree enadarescuelion
with that User DiscRecording.log
-DiskUtility:Keeps track of burns, I1ISO’s, DiskUtility.log
tc FileJuicerLog.txt
e_ o FileJuicerResultsLog.txt
-Filejuicer fsck_hfs.log
-Yahoo » [l Google

GoogleSoftwareUpdateAgent.log
» || iChatConnectionErrors
Porticus.log
v | Singular
Deleted Files.log
» || Techspansion
ym_rmp_0.log
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(] Preferences

-Preferences:
-PLists files or proprietary format files o=y o g |
for the User 7B omalniien o
-Contains configurations and settings com.apple AddressBook.abd.pist

com.apple.AddressBook.plist
com.apple.AppleShareClient.plist
com.apple.archiveutility.plist
com.apple.ATS.plist
com.apple.audio.AudioMIDISetup.plist
com.apple.BezelServices.plist
com.apple.BluetoothFileExchange.plist
com.apple.bootcampassistant.plist
com.apple.calculator.plist
com.apple.Chess.plist
com.apple.Console.plist
com.apple.CoreGraphics.plist
com.apple.CrashReporter.plist
com.apple.dashboard.client.plist
com.apple.dashboard.plist
com.apple.Dashcode.plist
com.apple.desktop.plist
com.apple.DirectoryUtility.plist
com.apple.DiskUtility.plist
com.apple.dock.db
com.apple.dock.plist
com.apple.DVDPlayer.plist
com.apple.FinalCutExpress.plist
com.apple.finder.plist
com.apple.frameworks.diskimages.uiagent.plist
com.apple.frontrow.plist
com.apple.garageband.cs
com.apple.garageband.plist
com.apple.help.plist
com.apple.helpviewer.plist
com.apple.iApps.plist
[ com.apple.iChat.AIM.plist
com.apple.iChat,Jabber.plist
com.apple.iChat.plist
[ com.apple.iChat.SubNet.plist
com.apple.iChatAgent.plist
com.apple.iDVD.plist

for the User
-I.E. Online activity, buddy lists, email
logins, etc. =
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-Application Support:
-Mozilla Cache, iPhone backup files from MobileSync folder
-Application PLists with information

|l Application Support

| ~ Name

] AddressBook
(] Adium 2.0

] Adobe

(] BOXEE

[ Calculator

[ Chess

(] Chromium
] Console

(] CrashReporter
(] Cyberduck
] Dashcode

|| DVD Player
[ Firefox

(] Front Row

(] GarageBand
] Google

] Growl

(] HandBrake
(] iLifeMediaBrowser
(] iLifeSlideshow
(2 iwork

(] Mactracker
(] Microsoft

L] MobileSync
] Mozilla

] Nambu

(] Photo Booth
(] Porticus

(] Singular

[ Skype

(] SyncServices
] Transmission
(] uTorrent

(] Yahoo! Messenger

YV VvV VvV Y YV Y YV Y Y Y Y Y Y Y Y Y Y Y Y VY Y VY Y VY VY VYYVYYVYYYY
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Other things to look at:

-Red Flag: Any folders in addition to the default nine folders in the User Folder

-Desktop: Lazy Users keeping stuff on their desktop

-System Folders: On a future podcast we will emphasize this important source of
evidentiary data

[22] System
m] [0 ][#-]
| Name
v || Library
» || Automator
» || BridgeSupport
» Ll Caches
» || CFMSupport
» || ColorPickers
» [ Colors
» || ColorSync
» || Components
» || Compositions
» | Contextual Menu Items
» 38| CoreServices
» || DirectoryServices
» || Displays
» | DTDs
» L] Extensions
Extensions.mkext
b || Filesystems
> L Filters
» [ Find
b | Fonts

Disk Arbitration:

-On Windows machine, normally use write block devices to allow for imaging
-On MAC, can control the mounting mechanism without expensive write block devices
-This is called Disk Arbitration

REFERENCE WEBSITE:
MACOSXFORENSICS.COM --> Technologies --> Disk Arbitration

Tiger: More Dangerous to utilize and will address second


http://www.macosxforensics.com/Technologies/DiskArbitration/DiskArbitration.html
http://www.macosxforensics.com/Technologies/DiskArbitration/DiskArbitration.html
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LEOPARD:
-Disk Arbitration looks at devices and Mounts the device and makes Icon to access this
device available to the user

-On Boot, Disk Arbitration recognizes the internal hard drive. Recognizes file system.
Mounts partitions on desktop.

-In order to prevent writes, we must prevent the mount.

-To turn off Disk Arbitration, enter COMMAND LINE and type:

sudo launchctl unload System/Library/LaunchDaemons/com.apple.diskarbitrationd.plist

_|LaunchDaemons

i[m] [ ][]
|

Name
com.apple.birecroryservicesLocal.plist

com.apple.diskarbitrationd.plist

-When typed and you hit enter, it will prompt for admin password and after
entered it drops to next command line

-Now when you connect a disk, the disk will not mount

-If Activity Monitor is viewed, you will see the process, however it is neutralized.
-Now you can connect a device, image it using “DD” in Terminal, and you can
make raw image

-To turn back on, enter COMMAND LINE and type:

sudo launchctl load System/Library/LaunchDaemons/com.apple.diskarbitrationd.plist

or Reboot system and diskarbitration will become active again
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TIGER:
-Not controlled by LaunchCtl process
-Need to move the PList from one location to another

-Method:

1. Make copy of the diskarbitrationd.plist

2. DO NOT MOVE IT: YOU CAN CRASH THE MAC WITHOUT
DISKARBITRATION.

3. ****DO NOT DISABLE DISK ARBITRATION WITH FILEVAULT ENABLED. DO

a. In TIGER, it will not be available at all.
b. In LEOPARD, it has occasionally worked with FV on, however not
recommended.

4. sudo remove com.apple.diskarbitrationd.plist from /etc/mach_init.d folder

5. Reboot system

6. Only OS Boot partition will mount.

7. To UNDO, Copy the diskarbitrationd.plist back to the /etc/mach_init.d folder.
8. Reboot

-See MACOSXFORENSICS.COM for AppleScripts to run the Diskarbitration On/Off
tools.

PList(s) of the Week(PLOW):
User/Library/Safari:

¢
| BPMBP » [ 1] Users » ¢} beachpig » [ii] Library » [ ] Safari

(I Safari
=] [o](%:]

Name
Bookmarks.plist
Downloads.plist

|| Form Values
History.plist

' | Historylndex.sk
LastSession.plist

» || LocalStorage

TopSites.plist

| | Webpagelcons.db

-E]


http://www.macosxforensics.com/Downloads/files/Disk%2520Arbitration%2520Tools.dmg.zip
http://www.macosxforensics.com/Downloads/Downloads.html
http://www.macosxforensics.com/Downloads/Downloads.html
http://www.macosxforensics.com/Downloads/files/Disk%2520Arbitration%2520Tools.dmg.zip
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Bookmarks.plist:
Plist Structure:
-Root --> Children --> ltem # (by Bookmark Folder) --> ltem # (by bookmark)
-User created/maintained bookmarks
-Shows:
-Title: Name of the specific bookmark
-URL: Exact URL
-UUID: Each bookmark has unique ID

vlitem 6 Dictionary
w URIDictionary Dictionary
title String How to Make Gmail Your Ultimate Productivity Center | Zen Habits
URLString String http://zenhabits.net/2009/05 /how-to-make-gmail-your-ultimate-productivity-center/
WebBookmarkType String WebBookmarkTypeleaf
WebBookmarkUUID String 61COBODB-A7BF-47A1-8C5F-4188460C127E
Downloads.plist

-Any downloads specific to Safari
-Download history
-Shows:
-Actual URL
-Path to download
-ID number
-Bytes in size/Downloaded
-Shows specific downloads even if moved

¥ vuwIvaUnISLWOTY Array
vitem 1 Dictionary
DownloadEntryAliasBlob Data <00000000 01940002 00000542 50444250 00000000 00000000 00000000 00000000 00000000 0000cSbb 987d482b 00000038 9b5¢1873 ¢
DownloadEntryldentifier String 18309032-2897-49D1-BDCF-4D2F9C690B41
DownloadEntryPath String ~/Downloads/scanner5c-1244782071.m3u
DownloadEntryProgressBytesSoFar Number 127
DownloadEntryProgressTotalToLoad Number 127
DownloadEntryURL String http://riverside.ca.scanamerica.us/playlists/ca/riverside/scanner5c-1244782071.m3u
History.plist:

-History from Safari if not cleared

®00o | | History.plist
q‘j:  o— |

| S—]

Add Item Delete Item

]

Key Type Value

v Root Dictionary

v WebHistoryDates Array
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History.plist (cont.):
-Shows:
-URL String: Site visited
-Title for the site

-Visit Count
wlitem 1638 Dictionary 2MS
String http://scores.espn.go.com/golf/leaderboard
vD Array 1 item
Item 1 Number 1
displayTitle String U.S. Open Championship Golf Leaderboard and Results - ESPN
lastVisitedDate String 267382936.6
title String U.S. Open Championship Golf Leaderboard and Results - ESPN
visitCount Number 1
TopSites.plist

-Came with Safari 4

-Similar to Google Chrome’s browser

-When a New Tab is opened, it opens thumbnails of your most visited

sites

-Instead of typing URL, can just click on the thumbnail and it opens the site.
-View a site more frequently it bumps the site off.

-From Non-Forensic side, WIFE MAY CATCH WHAT YOU REALLY LOOK AT :)
-Can be edited, decide from settings to remove a site or pin it to always keep it in

Top Sites
®0o | | TopSites.plist

Add Child Delete Item

Key Type Value
v Root Dictionary
» BannedURLStrings Array 3 items
DisplayedSitesLastModified Date Jul 2, 2009 10:48:37 PM
w TopSites Array v [(12 ite
pltem 1 Dictionary
p Item 2 Dictionary
pItem 3 Dictionary
pltem 4 Dictionary
pltem 5 Dictionary
pItem 6 Dictionary
pItem 7 Dictionary
p ltem 8 Dictionary
p Item 9 Dictionary
p Item 10 Dictionary
pItem 11 Dictionary
p Item 12 Dictionary
v TopSites Array + |(12 items
vitem 1 Dictionary 2 items
TopSiteTitle String Google
TopSiteURLString String http:/ /www.google.com/
vlitem 2 Dictionary 2 items
TopSiteTitle String DRUDGE REPORT 2009®

TopSiteURLString String http://drudgereport.com/
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-Indicates what was open on last Safari session
-If multiple windows opened, it will indicate each as a different ltem
-Under each ltem, it will indicate quantity of tabs open as multiple URLSs listed.

Add Item Delete Item

| | LastSession.plist

Key Type Value
Vv Root Dictionary |(2 items)
SessionVersion String 1.0
w SessionWindows Array (3i

Dictionary |(10 items)

pltem 1
pltem 2 Dictionary  |(10 items)
pItem 3 Dictionary (10 items)
witem 1 Dictionary (10 items)
FavoritesBarHidden Boolean O
LocationBarHidden Boolean O
Miniaturized Boolean O
SelectedTablndex Number 2
StatusBarHidden Boolean E
TabBarHidden Boolean O
w TabLabels Array (3 items)
Item 1 String
Item 2 String
Item 3 String
w TabURLs Array (3 items)
Item 1 String https://mail.google.com/mail /#inbox
Item 2 String http://images.gocogle.com/
Item 3 String http:/ /www.google.com/
WindowContentRect String {i33, 52}, {1246, 925}}
WindowStateVersion String 1.0

pltem 1
vitem 2
FaveritesBarHidden
LocationBarHidden
Miniaturized
SelectedTablndex
StatusBarHidden
TabBarHidden
w TabLabels

Item 1

Item 2

Item 3

Item 4

w TabURLs

Item 1

Item 2

Item 3

Item 4
WindowContentRect
WindowsStateVersion

Dictionary (10 items)

Dictionary |(10 items)

Boolean
Boolean
Boolean
Number
Boolean
Boolean
Array
String
String
String
String
Array
String
String
String
String
String
String

J00

BHE Rl

=

items)

(4 items)

http:/ /www.cnn.com/
http://drudgereport.com/
http://nascar.com/
http://mlib.com/

{i54, 52}, {1246, 925}}
1.0
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WEBSITES OF THE WEEK:

everymac.com:
-Site has information about each specific Mac/Apple
hardware device and the specifications.
-Also has pricing and shopping information

(E’ EveryMac.com
Mac specs, prices, answers & more.
Mactracker:

-Website/Application: (can use on Windows or Mac)

-Can access and look at specs of the Mac you are dealing with in the field
-Gives a break down of the Mac: Intel vs. PPC, Memory, HDD, etc.
-Can access their phone friendly site and do the same as well

-Mactracker.dreamhosters.com

OTHER FORENSIC PODCAST RECOMMENDATIONS:

Cyberspeak:
-Ovie and Brett-Former Feds

-Not Tool or OS specific

A

cyber Speak

Forensic4Cast: ForenSiC 4C

-Lee Whitfield
-Interviews, Debates, and discussions.


http://4cast.whitfields.org/
http://www.everymac.com/
http://www.everymac.com/
http://mactracker.dreamhosters.com/
http://mactracker.dreamhosters.com/
http://cyberspeak.libsyn.com/
http://cyberspeak.libsyn.com/
http://4cast.whitfields.org/
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THANKS AND LOOK FORWARD TO EPISODE 5 TO DROP SOON

Visit us at www.insidethecore.com or insidethecore.libsyn.com

On Twitter @insidethecore

Questions, Comments, or Suggestions: coreforensics @gmail.com

For more introduction music, see the creator at http://www.bradsucks.net/ :



http://www.bradsucks.net
http://www.insidethecore.com
http://www.insidethecore.com
http://insidethecore.libsyn.com/
http://insidethecore.libsyn.com/
http://twitter.com/insidethecore
http://twitter.com/insidethecore
mailto:coreforensics@gmail.com
mailto:coreforensics@gmail.com
http://www.bradsucks.net
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